M

Mindtime i:-wj:-dby
BaCkup I?:ackup

Mindtime
Online Backup Manager

User's Guide

Mindtime Backup
B.V.

16 Okt 2015

V6.25.1



Mindtime Mindtime Online Backup Manager
Backup User 0s

Mindtime Online Backup Manager

User’'s Guide

Copyright Notice

© 2015 Mindtime Backup B.V. all rights reserved.

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system or translated into any language in any
form by any means without prior written consent of Mindtime Backup B.V..

Information in this manual is subject to change without notice and does not represent a commitment on the part of the
vendor; Mindtime Backup B.V. does not warrant that this document is error free. If you find any errors in this document,
please report to Mindtime Backup B.V. in writing.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/.).

Trademarks

Mindtime, Mindtime Online Backup Suite, Mindtime Offsite Backup Server, Mindtime Online Backup Manager, Mindtime A-
Click Backup, Mindtime Replication Server, Mindtime BackupBox Firmware, Mindtime Universal Backup System, Mindtime
NAS Client Utility are trademarks of Mindtime Backup B.V..

Microsoft, Windows, Microsoft Exchange Server and Microsoft SQL Server are registered trademarks of Microsoft
Corporation.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective
owners.

Oracle, Oracle 8i, Oracle 9i, Oracle 10qg, Oracle 11g are registered trademarks of Oracle Corporation.
Lotus, Domino, Notes are registered trademark of IBM Corporation.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat Inc.
www.redhat.com in the U.S. and other countries. Linux is a registered trademark of Linus Torvalds.

Apple and Mac OS X are registered trademarks of Apple Computer, Inc.

All other product names are registered trademarks of their respective owners.

Disclaimer

Mindtime Backup B.V. will not have or accept any liability, obligation or responsibility whatsoever for any loss, destruction or
damage (including without limitation consequential loss, destruction or damage} however arising from or in respect of any
use or misuse of reliance on this document. By reading and following the instructions in this document, you agree to
accept unconditionally the terms of this Disclaimer and as they may be revised and/or amended from time to time by
Mindtime Backup B.V. without prior notice to you.

Mindtime Backup
B.V.


http://www.apache.org/
http://www.redhat.com/

Mindtime Mindtime Online Backup Manager

Backup Useros
Table of Contents

411 Installing MindtimeOBM (Installation Wizard) ..........cccoiiiiiiiiiicee e 10
4.1.2 Installing MindtimeOBM (Command liNE) ..o 10
4.1.3 Installing MindtimeOBM (Command line - Silent installation) ..........cc.cocooiiiinnne. 11
414 Configuring MiNAtiMEOBM ... 12
431 Installing MindtimeOBM ON LINUX ..c.coiiiiiiiieiie e 15
4.3.2 Installing MindtimeOBM ON SOLATIS ....c.oiuiiiiiiiee e 16
4.3.3 Installing MindtimeOBM 0N FreeBSD ..o 18
4.3.4 Installing MindtimeOBM 0N OPenBSD ...t 19
511 Uninstalling MindtimeOBM (Control Panel)...........ccccoiiiiiiiiiiecce e 27
512 Uninstalling MindtimeOBM (Command liNe)........ccccooiiiiiiiiiieeeee e 28
711 New Backup St WIZard ... 45
7.1.2 LT T o LU S PR SSURTRSPRIN 46
7.13 BACKUD SOUICE ...ttt 48
7.1.4 BaCKUDP SCREAULE ...t 50
7.1.5 = Tl 5] o 14T ] o AU URUYRUUPRRPR 53
7.1.6 Continuous Data Protection (CDP) ........ccoiiiiiiiiiiie et 59
7.17 [N=FILE DEIA ...ttt bbbttt n e 64
7.1.8 Ret@NEION POUCY ...t 64
7.1.9 BaACKUD FILLEE ..ottt e et e et eeeneeeneeenee s 68
7.1.10 158BCoMMANA LIiNE TOOL ..o 71
7.1.11 U= I ST 1o LU | o USSR TRUYRUURSRRRN 74
7.1.12 LLOCAL COPY ittt ettt ettt ettt e e ae e ene e eaeea e e e enteeneeeneeenean 77
7.1.13 (@] 01410 o KRS USSR PTRTRR 81
9.11 RESTOIE MEBNU ...ttt 96
921 Restore using the MindtimeOBM user interface.........ccooooiiiiiiiiiieeee 105
922 Restore using the web interface ... 110
9.2.3 Restore using Decrypt File WIizard.........ccoooiiiiiiiiie e 113
924 Restore USiNG SCHPE FIl ..o 118
10.11 BLOCK SIZE ..ttt 125
10.1.2 Apply to files (MINIMUM SIZE) ..cuiiiiiiie e 125
10.1.3 Delta Merging (Enable delta merging) ......ccccooovoioioieieeece e, 125
10.1.4 [N=File DA TYPE ittt ettt 132
10.1.5 UpLload fUll file WHEN ... 134
1141 For Windows XP, 2003 / R2 ... 138
11.4.2 For Windows Server 2008 / R2 / 2012, SBS 2011 ....coovoiiieiiicieeeeeeeeee 139
1151 For Windows XP, 2003 / R2 ... 142
115.2 For Windows 2008 / R2 / 2012, SBS 2011 ..o 146
11.5.3 For Windows 2008 / R2 Domain Controller..........cocooiiiiiiiiieieeieeeeeeeee e 149
1251 Recover volumes with the Recovery Wizard ... 159
1252 Recover the operating system with the Install Windows Wizard............cc.cccocceeeennee. 162
12.5.3 Recover volumes wWith COMMANG........ooiiiiiiii e 165
1254 Recover with the Windows Recovery Environment...........ccocooiiiiinencncnecccen, 166
14.11 SUPPOIEA VEISIONS ...ttt b enee 182
14.1.2 Requirements and reCOmMmMENdatioNS .......c.ooiiiiiiiiiiee e 182
14.1.3 Backup With VDDK MOAE.........ooiiiiiii e 186
14.1.4 LIMIEAEIONS ...t 186
14.1.5 OVEBIVIEW ..ttt ettt bttt a e st et e et ettt e bt e s e e et nte bt e 188
14.1.6 How to backup virtual machines on VMware ESXi / ESX Server with VDDK/non
VDDK 188
14.1.7 How to restore virtual machines on VMware ESXi / ESX Server .......ccccoovevneeenene. 193
14.1.8 How to restore raw VM files (NON-VDDK MOA) ....coooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 209
14.19 How to backup virtual machines on VMware ESXi / ESX Server through vCenter
WIth VDDK / NON VDDK ..ottt s et ese e 214
14.1.10 How to restore virtual machines on VMware ESXi / ESX Server through vCenter .219
1421 SUPPOITEA VEISIONS ...ttt ettt ettt ae et e steesaeesbeenbeeneeeneeaneeas 238

Mindtime Backup i

B.V.



Mindtime Mindtime Online Backup Manager

Backup Useros
14.2.2 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 238
14.2.3 LIMIEATIONS ... 239
14.2.4 OVEIVIEW ..ttt ettt b et ettt h e e e et b e e e st eb e b et e be b et be e et ene e 239
14.2.5 How to backup virtual machines on VMware Server.........cccoiiiicnneiesenn, 240
14.2.6 How to restore virtual machines on VMware Server..........cooccovieieenenscneceenn 244
14.2.7 How to restore individual virtual diSK...........coooiiiiiiiii e 259
14.3.1 Y] o] ele) g (=T IY7=T 6 (oY o SO 266
14.3.2 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 266
14.3.3 LIMIEATIONS ... 267
1434 OVEIVIEW ..ottt a et et e st e e e e e s eaeeseenees e e e e eneene e e 267
14.3.5 How to backup virtual machines on VMware FUSION ..o, 267
14.3.6 How to restore virtual machines on VMware FUuSIiON ..o, 272
14.3.7 How to restore individual virtual diSK...........coooiiiiiiiii e 288
14.4.1 Y] o] ele) g (=T IY7=T 6 (oY o SO 292
14.4.2 Backup and restore of virtual machines on VMware Player and Workstation........ 292
1511 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 294
15.1.2 [0 ) €= 14 L] o F SRS RTUTSPYRPUP 294
15.1.3 OWVEIVIBW .ttt ettt et s e e ae e eae e e ae e e enseeneeeneeeneeeneeneeeneeeneeeneeas 295
15.1.4 How to backup Microsoft virtual machines. ..o 296
15.1.5 How to restore Microsoft virtual machings ... 300
15.1.6 How to restore individual virtual disK ... 310
1521 Requirements and reCOmMmMENdatioNs .......c.ooiiiiiiiii e 320
15.2.2 [0 €= 14 L@ o F TSRO PRU PR 321
15.2.3 OIWVEIVIBW ..ottt ettt ettt e e e e ae e e s e e e s e e se e aeeeaeenseemseeneeeneeaneenneans 321
1524 How to backup Microsoft virtual machines. ..o 323
15.2.5 How to restore Microsoft virtual machings ... 327
15.2.6 How to restore individual virtual disK ... 337
15.3.1 Requirements and reCOmMmMENdatioNs .......c.ooiiiiiiiii e 346
15.3.2 [0 ) €= 14 L] o F SRS RTUTSPYRPUP 347
1533 License requirement to backup all virtual machines in a cluster...........ccccccceoinie. 348
1534 2L2BOVEIVIEW ...ttt ettt e ee et eeae e eae e ae et neeeneeeneeas 348
1535 How to backup Microsoft virtual machines in cluster environment........................ 349
15.3.6 How to restore Microsoft virtual machines in cluster environment ........................ 354
15.3.7 How to restore individual virtual disk of Microsoft virtual machines in cluster
1101V 1 ¢ a0 aT=T o} GO O USRS P RPN 364
16.2.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 374
16.2.2 OVEIVIBW .ttt et et e s e et e e te e teenteenseeneeeneeeaeeeaeeneeeneeeneeeneeas 374
16.2.3 How to backup Microsoft Exchange Server 2003 / 2007 .....c.ccocooiiiiiieiiieeeeee 375
16.4.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 386
16.4.2 OVEIVIBW .ttt et et e s e et e e te e teenteenseeneeeneeeaeeeaeeneeeneeeneeeneeas 386
16.4.3 How to backup Microsoft Exchange Server 2010 ... 387
16.6.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 398
16.6.2 OVEIVIBW .ttt ettt s e et e et e e teeaeenseeneeeneeeaeeeaeenbeeneeenaenneeas 399
16.6.3 License requirement to backup all Exchange Server 2010 in DAG environment..400
16.6.4 How to backup Microsoft Exchange Server 2010 (DAG) ....oocoviiiciiiiieecece 400
16.8.1 Requirements and reCOmMmMENdatioNS .......c.ooiiiiiiiiiiee e 412
16.8.2 OVEIVIBW ..ttt ettt ettt e et e st e e st e e bt e aeebeesaeenseenseenseeneesneeseans 413
16.8.3 How to backup Microsoft Exchange Server 2013 ..o 413
16.10.1  Requirements and recommeNndatioNs .........cccooiiiieiiiiieiiiceee e 423
16.10.2  OVEIVIEW ..ottt ettt ettt et e et e e st e e st e e seeebeesseesseesbeesbesnaesseesseeseeennas 424
16.10.3  License requirement to backup all Exchange Server 2013 in DAG environment.. 426
16.10.4  How to backup Microsoft Exchange Server 2013 (DAG).......cccovviieiieienieeieeee, 426
1951 Restore Microsoft SQL Server 2000 database ... 508
19.5.2 Restore Microsoft SQL Server 2005 / 2008 database ........cccoovvriceicrcenienee, 516
19.5.3 Restore Microsoft SQL Server 2012 database .........ccocveiiiiiiiiiiciee e, 525

Mindtime Backup ii

B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User bs

2 Overview

2.1 Conventions

Convention Descriptions Example

Bold Important information Important: The encrypting key is
independent from a backup
account's password.

Italic Folder path or file path C:\Program Files\MindtimeOBM

[l Graphical Interface Elements [Backup]

%% File path in Windows format %MindtimeOBM_HOME%

S File path in Mac OS X format SMindtimeOBM_HOME

Italic Command sudo ./uninstall.sh

2.2 Definitions, acronyms and abbreviations

Term/Abbreviation

Definition

MindtimeOBM

Mindtime™ Online Backup Manager

MindtimeOBS

Mindtime™ Offsite Backup Server

MindtimeOBM_HOME

The install location of MindtimeOBM:

Windows
C:\Program Files\MindtimeOBM

Mac OS X
/Applications/Mindtime OBM

USERPROFILE

The location where the operating system stores the user
account information.

Windows XP/2003
C:\Documents and Settings

Windows Vista/2008/7
C:\Users

Mac OS X
~/.0bm
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2.3 System requirements

Please refer to FAQ: Mindtime Requirements for the system requirements of
MindtimeOBM.

2.4 Important notes

Images, workflow or description in this document may be different from your
installation. If you are uncertain about any of the instructions provided, please contact
your service provider for advices.

Mindtime Backup
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3 Best practices and recommendations

This chapter describes the best practices for your backup client application.

3.1 Recommended hardware specification

MindtimeOBM is recommended to be installed on a 64 bit machine, with multiple CPUs
and cores, especially for environment setup with application specific backup module
such as virtual machine, MS Exchange, or bare metal backup.

When installing the backup client application, please thoroughly evaluate the
computer's specification before the installation to ensure it meets the minimum
hardware requirements and recommendations.

For existing users, the backup process may take up a higher amount of CPU and may
slow down the client computer due to the multi-thread implementation since version 6.
Please consider upgrading your existing client computer to cope with the higher
specification demand.

Please refer to FAQ: Mindtime Requirements, for the system requirements of
MindtimeOBM.

3.2 JVM (Java Virtual Machine) memory allocation
For resource intensive backup modules such the following:

MS Exchange Server backup
MS VM backup

MS Windows System backup
ShadowProtect System backup
System State backup

VMware VM backup

If you are experiencing performance issues with the backup application, a common
cause is insufficient JVM (Java Virtual Machine) memory allocated for the backup
application. The default setting of the maximum heap size is 768 MB.

Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

Note:
The maximum memory allocated should not exceed 70% of the total memory available
for the system.

You can increase the maximum heap size of the application by referring to the
instruction provided in FAQ: How do | modify the Java heap size setting of
MindtimeOBM or MindtimeACB?.
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3.3 Storage size for user folder of your operating system

Your backup user profile folder ((obm) is stored under the operating system user profile
location S{UserProfile}.

This folder is used for various purposes, such as storage of your backup logs, user
configuration files, temporary delta file and other files of temporary nature.

Ensure that sufficient disk space is present on the partition which contains the backup
user profile.

3.4 Temporary directory for MindtimeOBM
For database or application backup modules such as the following:

MS Exchange Server backup
MS Windows System backup
ShadowProtect System backup
System State backup

Corresponding data are spooled to a temporary directory before they are compressed,
encrypted and uploaded onto the backup server.

It is highly recommended that the temporary directory or volume used for these
modules is not a system volume (e.g. not the same partition which the operating system
is installed on).

It is also recommended that the temporary directory or volume configured to have at
least storage space of 150% of the expected backup size.

Regular checks on the temporary directory, for left over files due to previous
unsuccessful backup are also recommended.

Note:

Administrators need to pay attention to the maximum file size limitation of different file
system format, so that data can be backed up to the Local Copy destination (for local
copy backup), or database file can be spooled to the temporary directory (for off-site /
local database type backup).

3.5 Encryption

The encryption key is very important that it is recommended to write down, and make
additional copies of the key.

Please store the key in safe location so that it is readily available when needed to restore
data.

Mindtime Backup 4
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In some cases, encryption key is administrated by your service provider. Please consult
your service provider for further details.

For maximum security, please select an encryption key with more than 8 characters,
containing at least two of the following three character groups:

i English uppercase characters (A through Z)
i English lowercase characters (a through z)
i Numerals (O through 9)

If you lose the encryption key, the data is irretrievable.

3.6 Backup schedule

In general, it is recommended that a daily backup be performed for a server or desktop.
For mission critical server, a backup schedule should be configured according to the
requirement of your recovery plan.

For computer with multiple backup sets configured, please configure their schedule to
different time period to evenly balance the loads of the backup operation on the
computer.

3.7 Differential and incremental In-file delta backup
Consider your restore requirements before setting up your In-file delta settings:

A full backup backs up all files in full, providing the fastest restore time as the restore
would only require one set of data. But it is the most time-consuming, storage space-
intensive and the least flexible of all three types.

A differential In-file delta backup backs up only modified parts of a file since the last full
back. Differential In-file delta backup is quicker than full backup because less data are
being backed up, but the amount of data being backed up grows with each differential
In-file delta backup until the next full backup is performed.

An incremental In-file delta backup also backs up modified parts of a file. The difference
is it only backs up the changes that occurred since the last backup, be it full, differential
or incremental backup. The result is a smaller and faster backup.

While incremental backups give much greater flexibility, data backed up by long chain
of incremental In-file delta backup will take a lot longer to restore, and is prone to data
lost (e.g. broken delta chain).

The following table summarizes the benefits and drawbacks of the 3 backup types:

Type Benefits Drawbacks
Full Restoration is the fastest of | Backup process is the slowest
all three types. of all three types.
Mindtime Backup 5
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Highest storage requirement.

Differential Backup speed is faster than | Restoration is slower than
full backup. data backup with full backup.
Restoration is faster than Backup process is slower
data backup with than incremental In-file delta
incremental In-file delta. backup.

Less storage space is need
than a full backup.

Incremental Backup process is fastest of | Restoration is the slowest of
all three types. all three types.
Least storage space is Prone to data lost.
required.

Assuming that a daily backup job is performed, the following In-file delta setting is
recommended for your backup operation:

Weekday Backup Type
Day 1 Full

Day 2 Incremental
Day 3 Incremental
Day 4 Incremental
Day 5 Differential
Day 6 Incremental
Day 7 Incremental

3.8 Difference between Local Copy and Seed Load
The Local Copy and Seed Load features are very similar in terms of what they do.
While the Local Copy feature is designed for user who wants to an extra copy of the
backup data locally, at the client site, the Seed Load feature is designed for initial backup

of large data (e.g. initial backup of large MS Exchange database).

A Seed Load backup is performed onto a removable storage device to be imported on
the backup server physically, bypassing the bottleneck of Internet backup.

The major differences between Local Copy and Seed Load are:

Feature Local Copy Seed Load
Retention Policy Retention policy can be No retention policy is applied
applied on local copy on seed load backup.
backup.
Mindtime Backup 6
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In-file Delta Advance In-file Delta type No In-file Delta type setting is
setting can be applied on applied on seed load backup.

local copy backup.

Backup Schedule Local copy backup can be Seed load backup can only be
performed manually or by performed manually.
schedule.

For performance consideration, it is highly recommended that the local copy backup be
performed on a local hard disk, and not to a network location.

3.9 Recommended backup exclusions
Backing up system, system cache, redundant or non-essential files, such as Windows
page file can cause unnecessarily high data change rates and excessive use of network

bandwidth, affecting backup operations negatively.

Consider excluding the following files when configuring your backup source location.

Operating system Directory path

Windows C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*

C:\RECYCLER

C:\System Volume Information
C:\Windows\*

S{App_Data}\Avg7
S{App_Data}\Avg8
S{App_Data}\Kaspersky Lab
S{App_Data}\McAfee
S{App_Data}\McAfee.com
S{App_Data}\Microsoft
S{App_Data}\Sophos
S{App_Data}\Symantec

*\* tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*
*\ntuser.dat

Linux /dev
/lost+found
/proc

/sys

/tmp
/var/empty
/var/lock
/var/run
/var/spool

Mindtime Backup 7
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/var/tmp

3.10 Disable SELinux (Security-Enhanced Linux)

For backup client installation on Linux, it is recommended to disable the SELinux
(Security-Enhanced Linux) feature to avoid error during your backup operation.

3.11 Single backup user account for multiple computers

For backup of multiple computers with a single account, separate backup set for each
computer must be created, because backup set cannot be shared for multiple
computers.

For administrative concerns and considerations (e.g. data lost due to incorrect
configuration), it is not recommended that a backup user account to have more than 10
backup sets for backup of multiple computers.

Incorrect configuration can lead to data lost.

3.12 Power options - plan settings consideration

Windows's power options are configured to put a computer to low power mode (sleep
or hibernate mode) automatically after a user specified time of inactivity (no usage of
mouse or keyboard).

If a computer is in low power mode when a scheduled backup should execute,
MindtimeOBM will not start up the computer to execute the backup.

When the computer moves out of the low power state, MindtimeOBM will not
execute the missed backup job. This can lead to missed backup.

If a backup job is running when the computer enters low power state,
MindtimeOBM cannot prevent the computer from going into hibernation.

To prevent the above events, consider disabling or changing the client machine's power
options to allow scheduled backup to be triggered, and to allow the backup job to be
completed.

3.13 Consideration when using Continuous Data
Protection (CDP)

Some advantages of using CDP include:

CDP prevents loss of data as the modified contents of the files are backed up
automatically in close to real-time.

Mindtime Backup 8
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Frequently modified data is backed up in almost real-time. Thus, you can accurately
restore an earlier version created on the same day.

Although CDP can be a helpful feature, the protection offered by CDP is often heralded
without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely affect
the corresponding machine’s performance.

Please consider the limitations imposed by CDP before utilizing such feature.
CDP is not a replacement for traditional schedule backup, but is a complimentary

backup, which works along with the scheduled backup to provide timely protection for
your data.

3.14 Size of your backup source

The total number of files selected as backup source and the relative size of each file
impacts backup performance. Fastest backups occur when the source contains fewer

large size files, while slowest backups occur when the source contains millions of small
files.

For backup set with huge amount of files, please consider splitting the set into multiple
sets with smaller source to improve the speed of the backup operation.

3.15 Recovery plan and routine recovery test

Consider performing routine recovery test to ensure your backup is setup and
performed properly. Performing recovery test can also help identify potential issues or
gaps in your recovery plan.

For best result, it is recommended that you keep the test as close as possible to a real

situation. Often times when a recovery test is to take place, administrators will plan for
the test (e.g. reconfigure the test environments, restoring certain data in advance). For
real recovery situation, administrator will not get a chance to do that.

It's important that user does not try to make the test easier, as the objective of a
successful test is not to demonstrate that everything is flawless. There might be flaws
identified in the plan throughout the test and it is important to identify those flaws.

Mindtime Backup 9
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4 Installing MindtimeOBM

This chapter describes how to install the backup client application.

4.1 Installing MindtimeOBM on Windows platforms
There are three installation methods available:

 Installation wizard
T Command line
T Command line (Silent installation)

Note: For VMware Fusion virtual machine installation on Windows platform, if the
mirrored desktop option is enabled. MindtimeOBM cannot be started after its installation.
For more information, please refer to ISSUE: Cannot start MindtimeOBM / MindtimeACB
on Windows guest VM on VMware Fusion server for reference.

4.1.1 Installing MindtimeOBM (Installation wizard)

1. Download the MindtimeOBM installer (obm-win.exe) from the Mindtime website.

2. Follow the instructions provided by Installation Wizard to complete the
installation.

3. When completed, a system tray icon for MindtimeOBM will be installed, and
MindtimeOBM will be launched automatically.

4.1.2 Installing MindtimeOBM (Command line)

This method is especially useful for installation on Windows Server 2008 Core.

1. Download the MindtimeOBM installer from the Mindtime website.

>wget http://obm-download-link/obm-win.exe

2. Execute the installation file with the appropriate switches:

>obm-win.exe /LANG=en /TASKS="Everyone"

Syntax:

Mindtime Backup 10
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obm-win.exe [{/LANG=xx}] [{/TASK="option"}]
Parameter Description
/LANG=xx Install the backup application in the language Selected.

/TASK="option"

Install the backup application available to all users or one
user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

3. Press Enter.

4.1.3 Installing MindtimeOBM (Command line - Silent installation)

1. Open a Windows command prompt (with an administrative user account on the

machine).

2. Download the MindtimeOBM installer from the Mindtime website.

>wget http://obm-download-link/obm-win.exe

3. Execute the installation file with the appropriate switches:

>obm-win.exe /VERYSILENT /LANG=en /TASKS="Everyone”

Syntax:

obm-win.exe [{/SILENT | /VERYSILENT}] [{/LANG=xx}] [{/TASK="option"}]

Parameter Description

/SILENT Install the backup application showing the installation
process.

/VERYSILENT Install the backup application hiding the installation
process.

/LANG=xx Install the backup application in the language Selected.

/TASK="option" Install the backup application available to all users or one
user only (e.g. me only).

Mindtime Backup
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Value Description

XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

4. Press Enter.

4.1.4 Configuring MindtimeOBM

1. Launch the MindtimeOBM user interface by double clicking on the desktop icon.

2. Enter the backup server hostname in the [Backup Server] field.

3. Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the settings within
the [Proxy setting] section.

4. Press the [Next] button afterward.

5. Optional - If you do not have a backup user account, you can register for a trial
user account with the following steps:

i Enter the [Login Name] and [Password] of your choice.
i Enter your [Email] address in the textbox provided.
i Press the [Submit] button.

6. If you already have a backup user account, select [Already a user?] and logon to
the server with your existing login credentials.

7. For first time login, you will be guided to create a backup set:

i Select the [Backup Source] for the backup set.

i Configure a backup schedule for unattended backups.

i For backup set with backup schedule and network shared drive selected
as backup source, the [User Authentication for Windows] is a
mandatory field.

i Select an encryption setting for your backup set.

i Accept the default encryption settings (using the backup user account’s
password string as encrypting key) if no change are necessary.

Mindtime Backup 12
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Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so that
it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
i Press the [OK] button to complete the configuration of backup set.

i Scheduled backup will run automatically at the configured schedule
time.

8. Click [Backupl] button on the left panel to perform a backup immediately.

9. Setup is now completed.

Mindtime Backup 13
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4.2 Installing MindtimeOBM on Mac OS X platforms

Please note that the steps below assume that the Mac OSX installation is already using
JRE. If this is not installed on the system, you will be prompted by the Mac OSX to install
the Java SE 6 runtime.

1. Download the MindtimeOBM installer from the website.

2. Expand the archive and execute the MindtimeOBM package.

3. Follow the instructions provided by Installation Wizard to complete the
installation.

4. Launch the MindtimeOBM user interface by double-clicking on the desktop icon.

5. Enter the backup server hostname in the [Backup Server] field.

6. Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the settings within
the [Proxy setting] section

7. Press [Next] afterward.

8. Optional - If you do not have an backup user account, you can register for a trial
user account with the following steps:

Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

Enter your [Email] address in the textbox provided.

Press the [Submit] button.

9. If you have a backup user account already, select [Already a user?] and logon to the
server with your existing login credentials.

10.  For first time login, you will be guided to create a backup set:

Enter a backup set name and select the backup module type.

Assuming that is a file backup set; select the [Backup Source] for the
backup set.

Configure a backup schedule for unattended backups.
Select an encryption setting for your backup set.

Accept the default encryption settings (using the backup user account’s
password string as encrypting key) if no change is necessary.

Mindtime Backup
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Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account’s password.

Encryption settings are set at a backup set’s creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so that
it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
i Press the [OK] button to complete the configuration of backup set.

i Scheduled backup will run automatically at the configured schedule
time.

11.  Click [Backup] button on the left panel to perform a backup immediately.

12.  Setup is now completed.

*For further details of each step, please refer to the following chapters.

4.3 Installing MindtimeOBM on Linux / FreeBSD / OpenBSD
/ Solaris

4.3.1 Installing MindtimeOBM on Linux

1. Download the MindtimeOBM tarball release from the Mindtime website

2. Logon as root user in the Linux machine.

3. Create a new SMindtimeOBM_HOME directory (e.g. /usr/local/obm ):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_HOME:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar

Mindtime Backup 15
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5.

432

For custom JRE - Install JRE v1.6 or above, and make note of the JRE installation
path (e.g. /usr/java).

Note:
Custom JRE is only required for client machine not running on x86 or x64.

i Create a symbolic link for JRE:

# n —sf /usr/java /usr/local/obm/jvm

Set the SJAVA_HOME environment variable:

# export JAVA_HOME=/usr/java

Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.

Installing MindtimeOBM on Solaris

Download the MindtimeOBM tarball release from the Mindtime website

Logon as root user in the Solaris machine.

Install the SUNWgtar package from the Solaris Installation Media which contain
the GNU tar util.

Create a new SMindtimeOBM_HOME directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

Unpack the install package to SMindtimeOBM_HOME:

# cd /usr/local/obm
# gtar —zxf obm-nix.tar.gz

Mindtime Backup
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6.

10.

Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

Install JRE v1.6 or above, and make note of the JRE installation path (e.g.
/usr/java).

Create a symbolic link for JRE:

# In —s /usr/java /usr/local/obm/jvm

Set the SJAVA_HOME environment variable:

# JAVA_HOME=/usr/java;export JAVA_HOME

Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.

Mindtime Backup
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4.3.3 Installing MindtimeOBM on FreeBSD

Please note that the steps below assume that the FreeBSD installation is already using
OpendDK version 6. If this is not installed on the system, OpenJdDK version 6 can be
downloaded from:

For FreeBSD 7 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 7 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-stable/Latest/openjdk6.tbz

For FreeBSD 8 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-8-stable/Latest/openjdk6.tbz.

For more reference, please refer to the following link:
http://www.freebsdfoundation.org/downloads/java.shtml

1. Download the MindtimeOBM tarball release from the Mindtime website
2. Logon as root user in the FreeBSD machine.

3. Create a new SMindtimeOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar

5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:
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# In —sf "/usr/local/diablo-jrel.6.0" "/usr/local/obm/jvm"

If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic
link to take effect.

For other shell, please use the following command:

# setenv JAVA_HOME "/usr/local/diablo-jrel.6.0"

7. Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file in
SMindtimeOBM_HOME/bin.

8.  Enable the backup scheduler and auto upgrade services at machine startup by
adding the following entries in the system file /etc/rc.conf:

obmaua_enable="YES"
obmscheduler_enable="YES"

Run the following scripts:

# /usr/local/etc/rc.d/obmscheduler start &
# /usr/local/etc/rc.d/obmaua start &

4.3.4 Installing MindtimeOBM on OpenBSD

Please note that the steps below assume that the OpenBSD installation is already using
JRE. If this is not installed on the system, please follow the below command to install
JRE on your OpenBSD,

For OpenBSD 4.7 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.7/packages/i386/jre-1.7.0.00b72p0.tgz
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For OpenBSD 4.8 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/i386/jre-1.7.0.00b72pl.tgz
For OpenBSD 4.8 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/amd64/jre-
1.7.0.00b72p1.tgz

For OpenBSD 4.9 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/i386/jre-
1.7.0.00betal22p0v0.tgz

For OpenBSD 4.9 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/amd64/jre-
1.7.0.00betal22p0v0.tgz

For OpenBSD 5.0 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/i386/jre-
1.7.0.00betal22p1v0.tgz

For OpenBSD 5.0 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/amd64/jre-
1.7.0.00betal22p1v0.tgz

1. Download the MindtimeOBM tarball release from the Mindtime website.

2. Logon as root user in the OpenBSD machine.

3. Create a new SMindtimeOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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5.

Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6, Create a symbolic link for JRE:
# In —sf "/usr/local/jre-1.7.0" "/usr/local/obm/jvm"
7. If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic
link to take effect.
8.  For other shell, please use the following command:
# setenv JAVA_HOME "/usr/local/jre-1.7.0"
9. Install MindtimeOBM and its related services by using the following commands:
# cd /usr/local/obm
# ./bin/install.sh > install.log
Details of the installation can be found under the install.log file in
SMindtimeOBM_HOME/bin.
10. Enable the backup scheduler and auto upgrade services at machine startup
For OpenBSD 4.9 or lower:
Enable the backup scheduler and autoupgrade services at machine startup by
adding these entries in the system file /etc/rc.local:
if [ -x /etc/obmaua | ; then
/etc/obmaua start
fi
if [ -x /etc/obmscheduler ] ; then
/etc/obmscheduler start
fi
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Run the following scripts.

/etc/obmscheduler start &
/etc/obmaua start &

For OpenBSD 5.0 or higher:
Enable the backup scheduler and autoupgrade services at machine startup by
adding this entry in the system file /etc/rc.conf.local:

pkg_scripts="obmaua obmscheduler”

or append to the existing entry, e.g. pkg_scripts="xxx yyy obmaua obmscheduler”

Run the following scripts.

/etc/rc.d/obmscheduler start &
/etc/rc.d/obmaua start &

The backup scheduler and autoupgrade services are automatically installed.
Backup sets can now run at their scheduled times automatically.

4.4 Configure MindtimeOBM via X-Windows
1. Set the DISPLAY environment variables.

sh, bash:

DISPLAY=IP_ADDRESS_OF_XTERMINALI:0.0]; export DISPLAY

For example:

DISPLAY=:0.0; export DISPLAY
or DISPLAY=127.0.0.1; export DISPLAY
or DISPLAY=127.0.0.1:0.0, export DISPLAY
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or DISPLAY=192.168.0.2; export DISPLAY
or DISPLAY=192.168.0.2:0.0; export DISPLAY

csh:

# setenv DISPLAY IP_ADDRESS_OF_XTERMINAL[:0.0]

For example:

setenv DISPLAY :0.0

or setenv DISPLAY 127.0.0.1

or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2

or setenv DISPLAY 192.168.0.2:0.0

2. Launch the MindtimeOBM user interface.

# sh /usr/local/obm/bin/RunOBC.sh &

3. Enter the backup server hostname in the [Backup Server] field.

4.  Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the [Proxy setting]
section.

5. Press [Next] afterward.

6. Optional - If you do not have an backup user account, you can register for a trial
user account with the following steps:

Enter the [Login Name] and [Password] of your choice.
Note:
Minimum length of the password is 6 characters.

Enter your [Email] address in the textbox provided.
Press the [Submit] button.

7. If you have a backup user account already, select [Already a user?] and logon to
the server with your existing login credentials.

8.  For first time login, you will be guided to create a backup set:

Select the [Backup Source] for the backup set.
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Configure a backup schedule for unattended backups.

Select an encryption setting for your backup set.

Accept the default encryption settings (using the backup user account's
password string as encrypting key) if no change is necessary.

Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account’s password.

Encryption settings are set at a backup set’s creation time, even if the password
is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and additional
copies of the key are made, and stored in safe places so that it is readily
available when needed to restore data.
If the encryption key is lost, the data is irretrievable.

Press the [OK] button to complete the configuration of backup set.

Scheduled backup will run automatically at the configured schedule time.

Click [Backupl] button on the left panel to perform a backup immediately.

Setup is now completed.

*For further details of each step, please refer to the following chapters.
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4.5 Command line mode

1 Backup set cannot be created in command line mode.

Before accessing the backup application in command line mode, please use the
web interface to create the initial backup set:

Login to the web interface.
To create. the initial backup set:

- Select the [Backup Set] tab, and [Add].
- Select the corresponding backup type, and [Update].

- Configure the backup set by entering the corresponding information in
the available fields, such as backup set name, source, and schedule.

- Click [Update] when complete.
To modify an existing backup set.

- Select the [Backup Set] tab, and the corresponding set from the [Backup
Set] drop down menu.

- Modify the backup set setting as required.
- Click [Update] when complete.
To remove an existing backup set:

- Select the [Backup Set] tab, and the corresponding set from the [Backup
Set] drop down menu.

- Click [Remove]

2. Access the backup application in command line mode with the Backup
Configurator:

# sh /usr/local/obm/bin/Configurator.sh

3. Enter the login credentials, backup server URL, connection protocol, and proxy
settings as requested:

Login Name: Username

’Dassword'- FhAAAAAAAAAAAA A A XA AL LA A XA A A
Backup Server URL: backup.server.com
Which Protocol? (1)Http (2) Https: 1

Use proxy? (Y)es or (N)o: Y

Proxy Type? (1)Http/Https Proxy (2) SOCKS: 1
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Enter proxy server: proxy.server.com

Enter proxy port: 123

Enter proxy username (optional): username

Enter proxy password (optional): ******xxxxkkkkdddrxx

4. Configure the encryption setting and schedule setting (e.g. if the backup set
should run on this computer) of the initial or a newly created backup set as
requests:

Found new backup set ‘BackupSetName’
Please enter the following values for this backup set:

Encrypting Algorithm?

(1) Twofish (2) AES (3) Triple DES (4) No Encryption: 1
Eanyptlng Key kA hA kA AhAhhbkkiAt

Re_Enter EﬂCI’yptlﬂg Key dhkAAkAAAAAAA A A LA AAA

Encrypting Mode? (1)ECB (2) CBC: 1

Run scheduled backup on this computer? (Y)es or (N)o: Y

5. The Backup Configurator can also be used to modify configuration settings of
existing backup set:

Main Menu:

(1). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)

(7). Quit

Your Choice:

6. To perform a backup immediately, execute the command below.

# sh /usr/local/obm/bin/RunBackupSet.sh [BackupSetName]

7. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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5 Uninstalling MindtimeOBM

This chapter describes how to uninstall the backup client application.

5.1 Uninstalling MindtimeOBM on Windows platforms
There are two un-installation methods available:
Add or Remove Programs (Control Panel)
Command line
5.1.1 Uninstalling MindtimeOBM (Control Panel)

1 Open Start menu, select [Control Panel].

Select [Add or Remove Programs] for Windows XP / 2003

£ Add or Remove Programs

Currently installed programs: [ Show updates Sart by:
Change or ) ) ~
Remave 7-Zip 4.63 Size 3 13ME
Programs | | rm adobe AIR |
B 2dobe Flash Player 10 Active
Ei‘! B Adobe Flash Player 11 Plugin
Add Mew
Prograrns BS Adobe Reader 9.4.4 Size  155.00ME
g Ahsay OFfsite Backup Server and Replication Server Size 1,146.00ME
@ 0 Ahsay Online Backup Manager Size  Z24.00ME
Add[Remaove Click here For support information. Used occasionally
Windows
Cormpanents To remove this program from your computer, dick Remove,
@ 0¥ Ahsay Redirector size  155.00ME
Set program | & AhsayOBS and AhsayRPS Size  440,00MB
Access and ) ) _
Defaults £ Akamai MetSession Interface See  39.63MB

Select [Programs and Features] for Windows Vista or above
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{8l Programs and Features

= Control Panel » all Control Panel Ikems ~ Programs and Features

e {g] Search Programs and Features

Control Panel Home

View installed updates
'?:,‘ Turn Windows features on or off

Install a program From the network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize v  Uninstal

lawalTM) 6 Update 23

DMessaging AP and Caollaboration Data Objects 1.2.1 Microsaft afz4j2010 S.23ME £.5.5165.0

EMlcrosoft Exchange Load Generator 2010 Microsaft Carporation 11/1j2011 43.1MB  14.1.180.3

41 Microsoft Exchange Server 2010 Microsoft Carporation 10/21j2010 14,1,218,15

(W Microsoft Filker Pack 2.0 Microsoft Corporation 12/z8(2011 6,82 ME  14.0,6029,1000

© Micrasoft Office 2003 Web Components Microsoft Corporation 12282011 43.3ME  12.0.6213.1000
ﬂMicrosoft Repart Viewer Redistributable 2008 5P1 Microsaft Carporation gjsjz010

[ Microsaft SQL Server 2008 R2 (64-bit) Microsaft Carporation 5J5/2010

[d Microsoft SQL Server 2008 R2 Books Online Microsaft Carporation 5J5/2010 177 ME  10,50,1600,1

|| Microsaft SGL Server 2008 RZ Native Client Microsoft Corporation 12/z8(2011 6,06 ME  10,50,1617.0

|| Microsaft SGL Server 2008 R2 Policies Microsoft Corporation 5/5f2010 934 KB 10.50.1600.1

[ Micrasaft SQL Server 2008 R2 Setup (Enalish) Microsaft Corporation 12fz5(2011 30.5ME  10.50.1617.0

[d Microsaft SQL Server 2006 Setup Suppart Files Microsaft Carporation 5J5/z2010 24.8ME 10.1.2731.0

{3 Microsoft SOL Server Browser Microsaft Carporation 5J5/2010 §.99ME  10.50.1600.1

[ E\Micmsuft SQL Server Compact 3.5 SPZ ENU Microsoft Corporation 5i5/2010 339MB 3.5.8080.0

[ Microsoft SQL Server Compact 3.5 5P2 Query Tols ENU Microsoft Corporation 5/5/2010 4.63ME  3.5.8080.0

[ Microsaft SQL Server System CLR Types (x64) Microsaft Corporation 5Js/2010 1.12ME  10.50.1600.1 s
[T Microsaft SQL Server VS5 Writer Microsaft Carporation 5J5/z2010 3.59ME  10.50.1600.1

[ Microsoft Sync Framework Runtime v1.0 (x64) Microsoft Carporation 5J5/2010 BO0ZKE 1.0.1215.0

= Microsoft Sync Services for ADCNET ¥2.0 {x64) Microsoft Corporation 5/5/2010 532 KB Z.0.1215.0

%Mi[msuft Wisual Studio 2008 Shell (integrated mode) - ENUI Microsoft Corporation 1zfza(2011 177 MB  9.0.30729 LI

O)

~| Publisher

Oracl

Ahsay Systerns Corporation Product version: 6.5.0.1
Help link: http:/fkb.ahsay.com

“ersion

97.1 MB

£.0.230

Suppott link: Wi, ahsay . conm
Update information: http:/fforum, shsay,com/viewforum.ph...

2. Select [Mindtime Online Backup Manager] from the list and press the [Remove] or
[Uninstall] button.

5.1.2 Uninstalling MindtimeOBM (Command line)

1. Open a Windows command prompt (with an administrative user account on the
machine).

2. Uninstall MindtimeOBM by running the following command:

>cd C:\Program Files\MindtimeOBM
>unins000.exe

5.2 Uninstalling MindtimeOBM on Mac OS X platforms

1. Uninstall MindtimeOBM by running the following command in terminal:

>cd SMindtimeOBM_HOME/bin
>sudo ./uninstall.sh

2. Remove all backup setting files by running the following command in terminal:
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>rm -rf ~/.obm

5.3 Uninstalling MindtimeOBM for Linux / FreeBSD /
OpenBSD / Solaris

1 Uninstall the backup application by running the uninstall scripts:

# sh /usr/local/obm/bin/uninstall.sh

2. Remove all installation files by running the following command:

# rm —rf /usr/local/obm

3. Remove all backup setting files by running the following command:

#rm —rf ~/.obm
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6 Getting started with MindtimeOBM

This chapter describes the various features available in the backup client application.

6.1 System tray launcher (Windows only)

After a successful installation of MindtimeOBM, a system tray icon will be installed, and
displayed under the Windows system tray area.

Open

All Backup Sets Backup

Backup and Logoff
Backup and Restart

BackupSet-1
TEST-Favo

Backup and Shutdown
Backup and Standby

¥ ¥ ¥ ¥ ¥ ¥

Backup and Hibernate

Help
Stop Running Backup 3

Exit

Right clicking on the MindtimeOBM system tray icon will display a menu, providing the
following functions:

Menu ltem Description
Open Click to open the logon dialog.
Backup Click to perform backup for a specific backup set in

silent background mode.

Backup and Logoff

Click to perform backup for a specific backup set in
silent background mode and logoff from Windows
when the job is completed.

Backup and Restart

Click to perform backup for a specific backup set in
silent background mode and restart Windows when the
job is completed.

Backup and Shutdown

Click to perform backup for a specific backup set in
silent background mode and shutdown Windows when
the job is completed.

Backup and Standby

Click to perform backup for a specific backup set in
silent background mode and enter the Standby mode of
Windows when the job is completed.

Backup and Hibernate

Click to perform backup for a specific backup set in
silent background mode and enter the Hibernate mode
of Windows when the job is completed
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Help Open the help dialog.
Stop running backup Click to stop a running backup job chosen from the
sub-menu.
Exit Click to closes this system tray launcher application.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

6.2 Logon dialog

For backup client computer on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

For backup client computer on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

For initial login, the trial registration dialog will be displayed.

M Trial Registration E||E|E| R Trial Registration [Z”E|E|
Language : | English hd Language : | English h
[ Backup Server fh User Inforration
hita | = | hosthame - Login Mame :
© P ) Pagsword :
rowy Setting Confirm Fassward
[T Use proxy to access the backup server
E Contact
Email :
*ALL fields are required
Already a user? Cancel E3
MNext Cancel E3
Menu ltem Description
Language Drop down menu for selecting language to start the
backup application.
Backup Server Input box for entering hostname or IP address of the
backup server.
Mindtime Backup 31

B.V.



Mindtime Mindtime Online Backup Manager
Backup User 0s

http / https Drop down menu for selecting http or https protocol when
connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as address, port,
proxy username and password.

Login Name Input box for entering trial backup user login name.
Password Input box for entering trial backup user password.
Contact Input box for entering trail backup user email contact.
Submit Click to create the trial backup user account.

Already a user? Click to access the login dialog, for user with backup user

account already.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

For sub-sequence login, the login dialog will be displayed.

I s

m Mindtime COnline Backup Pro Mana... E' =] '@ m Mindtime Online Backup Pro Mana... E' [=] '@
IVII':‘Iindtime Mmmdtime
a%Backup aBackup
Lagin Mame : Login Mame :
Passwaord : Password
Save password Save password
@ Forgotyour password? @ Forgotyour password?
0K Cancel B 1+ Options ‘= Language
Englizh -

E] Backup Server
hitps | = | backupXXdmindtime.nl i

‘aﬂ Proxy Setting
Lse proxy to access the backup server

Type : Proxy
Sock
Address :
Part :
User Mame :
Passwaord :
oK Cancel B = Options
| Menu Item | Description
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Login Name Input box for entering backup user account login name.
Password Input box for entering backup user account password.
Save password Checkbox to enable or disable password saving.

Forgot your password? Click to request for lost password.
Options Click to access advance option such as [Languagel],

[Backup Server] and [Proxy Setting].

Language Drop down menu for selecting language to start the
backup application.

Backup Server Input box for entering hostname or IP address of the
backup server.

http / https Drop down menu for selecting protocol when
connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as address,
port, proxy username and password.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Press the [Option] button to access the [Language], [Backup Server] and [Proxy setting]
settings.

Configure the backup server information by entering the server hostname (e.g.
backup.server.com) or IP address (e.g. 192.168.1.1) of the backup server in the [Backup
Server] field.

For backup server that accepts connection on custom port only, append the hostname
or IP address in the [Backup Server] field, by adding a semi-colon (:) and the custom
port number at the end.

Example:
backup.server.com:8080 / 192.168.1.1:8443

For security concerns, you can configure the backup client application to communicate
with the backup server in SSL protocol (Secure Socket Layer), select [https] from the
dropdown menu at the [Backup Server] section.

Enter your login credentials in the [Login Name] and [Password] fields.

If you do not remember your password, press the [Forgot your password?] button to
retrieve a forgotten password email.
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Please do not attempt to login with an incorrect password, as a backup user account
will be locked after 3 bad password attempts. Backup job cannot be run for backup user
account with status as locked.

Please contact your service provider to unlock your account if it is locked.

Configure which language to start the backup application in by select the language of
your choice under the [Language] drop down menu. For the list of supported languages,
please refer to Appendix A.

To enable [Proxy setting], select the [Use proxy to access the backup server] checkbox
button, and enter the corresponding proxy information. For [Sock] proxy, both v4 and
v5 without user authentication are supported.

Press [OK] to login when all configurations are entered.

For initial login of existing backup user on new computer, you will be prompted for the
encrypting key of all existing backup set.

m Mindtime Online Backup Pro Manager EI = @
RMindtime . m .
- BBCkUp Languaage : English n = | Save Setting g/ Qwit
f }__ Summary {(pro_arjan_support)
k- Backup % Quota Usage
— Used: 289,77k 120G (0%)
F " Restore Data: 259,77k (28 files)
ﬂ . Eetentinn - 0 (0 filel
— Encryption Setting (BackupSet-1) =
Please setup the Encryption Setting of "BackupSet-17. Backup Log [
& Encryption Restore Log [
i® Default
i Custom
F—
Menu ltem Description
Enter Correct Encrypting Key Input box for entering encrypting key of existing backup
set.
OK Click to confirm on encrypting key.
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Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.

Alternatively, if the encrypting key is lost, press [Cancel] to proceed without encryption
(e.g. for all backup job performed afterward).

This would allow data backed up in the future to be restore-able (as they are no longer
encrypted), but existing data that are already encrypted by the lost encrypting key would
not be restore-able.

Backup Setting
T

!’1 General Do not use encryption

ﬁ Backup Source

ﬂ Backup Schedule
Encryption
In-File Delta
Retention Policy
" Backup Filter
Command Line Tool
Extra Backup

Local Copy

m Dptions

| OK & | Cancel B

In case of encrypting key lost, it is strongly recommended that a new backup set be
created, to ensure that data backed up in the future is encrypted and restore-able.

6.3 MindtimeOBM main window

The main window will be displayed after a successful login.
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. | Mindtime Online Backup Pro Manager

Mindtime J— — —
a\Backup Language : [English = || Save Sefting |Gy Quit

Summary (pro_arjan_support)

¢ Backu
g Hg Cluota Usage
Used: 289 77k 2G (0%)
L Data: 25977k (28 files)
- =G
y—4 Retention® 0 (0 file)
-
| Statistics
Total Backup . 2615k (29 files) Backup Log [H
Total Restore . 0 (0 file) Restore Log [
Last Backup
TEST-Favo
2015-10-15, 21:00 (0 day) Wiew log [

0 error 0warning

Icon Menu ltem Description
Backup Click to perform backup for an existing
backup set.
Restore Click to access the restore menu, for

restoring backed up data.

— | Save Setting Click to save settings.

[ |

. Quit Click to exit out of the backup

Sy application.

& User Profile Click to access the user profile menu.

Backup Setting Click to access the backup setting

“{E? menu.

’7j'j Decrypt Local Copy Wizard Click to access the decrypt local copy
E wizard.

Mindtime Backup 36

B.V.



Mindtime Mindtime Online Backup Manager
Backup User 0s

[ Decrypt File Wizard Click to access the decrypt file wizard.

About Mindtime A-Click Backup | Click to access the About Mindtime A-
Click Backup dialog.

Language Drop down menu for selecting
language to be displayed.

Backup Log Click to view previous backup log.

Restore Log Click to view previous restore log.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

|

Click on the [Backup] button to perform a backup for an existing backup set.

Click on the [Restore] button to restore backed up data from the backup server
to the client machine.

Other options will be discussed in the following chapters.
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6.4 User Profile

2

To access the user profile dialog, click on the [User Profile] button at the
application’s main window.

User Profile

. User Information

Display Mame :
Fasswoard R

= Contact

Mo existing contact
Mame :

Email

Add

@5 Time Zone
GMT+08:00 (HKT)

Lagin Mame : username

| Save password

3

Change 5

Ok Cancel E3

Menu Item

Description

Display Name

Input box for entering alias of the backup user account.

Change

Click to access the change password dialog.

Save password

Checkbox to enable or disable password saving.

Add Click to add contact information.

Remove Click to remove contact information.

Properties Click to edit existing contact information.

Name Input box for entering contact name of the backup user
account.

Email Input box for entering contact email address of the backup
user account.

Time Zone Dropdown menu for time zone setting.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

You can change the backup user account’s password, by pressing the [Change] button.
A change password dialog will be displayed afterward.

Mindtime Backup
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Change Password

E=m Password
Cld Passwoaord :

Mew Passwoard :
Confirm BMew Password :

i

3

Cancel E

Enter your [Old Password] (e.g. existing password) and [New Password] into the
corresponding textbox and press [OK].

To add new contact information for the backup user account, select [Add] to open the

[Add new contact] dialog.

Add new contact

= Contact
Mame :

Email

ok 8

%]

Cancel E

Enter the corresponding information such as [Name] and [Email] in the corresponding

field, and press [OK].

To update existing contact of the backup user account, select the corresponding
contact from the [Contact] drop down menu, and select [Properties].

Properties [contact@email.com)

= Contact
Mame :
Email

ok 8

X

Cancel E

To delete existing contact of the backup user account, select the corresponding
contact from the [Contact] drop down menu, and select [Remove].

Mindtime Backup
B.V.

39



Mindtime Mindtime Online Backup Manager
Backup User bs

To change the backup user account’s time zone setting, select the corresponding time
zone from the [Time Zone] drop down menu.

6.5 About Mindtime Online Backup Manager

' Click on the [About Mindtime Online Backup Manager] button to view information
of your backup application, such as the application version, and backup service
provider's information like company name, website, email address and server hostname
or IP address.
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